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COBIT Timeline

A HISTORICAL TIMELINE

The COBIT® Framework

COBITzor

EGIT

Enterprise

Governance ﬂ

2005 ;
COBIT 4.0 becomes 201 2

the fourth edition in the

COBIT series of releases.
COBIT 5 integrated the COBIT 4.1, Val IT
2.0 and Risk IT frameworks, and drew from

. ISACA’s IT Assurance Framework (ITAF)
guihird Sdition ot and the Business Model for Information

COBIT, with new = =
Management Guidelines, Sgcurlty (BMIS). COBIT 5 also coordinated
was published. with frameworks and standards such as
‘ {SACA createdan ITIL, 1SO, PMBOK, PRINCE2 and TOGAF.
online version of the
third edition of COBIT.

Management

v

Audit 1996

ISACA released the
first edition of COBIT
framework.

2018

ISACA publishes

COBIT 2019, an update
that adds design factors
and focus areas to
make it more practical
and customizable.

Control

1998

The debut of the
second edition of 3
COBIT added Control
to its framework.

2007

COBIT upgraded to
version 4.1

cevsaasene 2 0 07

Apple iPhone signaled

2014 2016

1997

Original wireless LAN standard

U.S. Sarbanes-Oxley law
revolutionized corporate

2006

Twitter founded

move to touchscreen
devices; Apple App

Internet of Things (loT)
technology standard

ISACA acquired
CMMI Institute and

its business maturity
and capability models,
adding these resources
to the ISACA/COBIT
framework portfolio.

and Google
acquired YouTube.

ushered new wave of
smart devices.

Store went online one
year later.

(IEEE 802.11) released, DVD
technology appeared, and
Google.com registered as
domain—incorporating a year H
later and launching in 1999. =

recordkeeping and
retention standards,
leading to new IT regulatory
requirements.

2001

Internet Archive “Wayback
Machine” (archive.org)
launched, Wikipedia started
publishing, and Apple
released iPod.

003

Third WiFi standard
created proliferation of
“hotspots” as Skype,
LinkedIn and WordPress
started up. U.S. CAN-SPAM
Act became law.

2012

Worldwide
e-commerce tops
$1 trillion in sales.

1995

Windows 95, Java, and
HTML 2.0 (first formal html
standard) debuted, as did
Amazon.com, craigslist.com,
match.com and ebay.com

https://www.isaca.org
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EGIT

Enterprise Business/IT Value

Governance of IT Alignment Creation

Enterprise governance of information and technology (EGIT)
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COBIT Overview COBIT 2019 - APO3 - Managed Enterprise Architecture

Inputs to COBIT® 2019 COBIT® 2019

COBIT 5

COBIT Core

Reference Model of Governance
and Management Objectives
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Standards,
Frameworks,
BEGTENTIS

Community
Contribution

COBIT® 2019 Framework:
Introduction and Methodology

COBIT Core
Publications

COBIT® 2019 Framework:
Governance and

Management Objectives

‘.- Design Factors

Designing an Information and Technology

i Enterprise strategy i
: +Enterprise goals :
: «Enterprise size

--i +Roleof IT

i+ Sourcing model for IT
» Compliance requirements 3
« Etc.

Tailored Enterprise
Governance

~ System for
Information and
Technology

> Priority governance
and management

* SME ; objectives
« Security > Specific guidance
< «Risk from focus areas
* DevOps : = Ta?et capability
« Etc. ; and performance
management
guidance

COBIT® 2019 Implementation Guide:
Implementing and Optimizing an
Information and Technology
Governance Solution

COBIT® 2019 Design Guide:

Governance Solution




COBIT 2019 - APO3 - Managed Enterprise Architecture

2/14/2022

COBIT Referenced Standards

Referenced Standards, Frameworks

U COBIT as an umbrella framework

U COBIT continues to align with a number of relevant

standards, frameworks and/or regulations.

O COBIT usually provides equivalent statements or

references to related guidance.

The
TOGAF’
Standard — Version 9.2
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EDMO1—Ensured
Governance
Framework Setting
and Maintenance

APO01—Managed
I&T Management
Framework

APO08—Managed
Relationships

BAIO1—Managed
Programs

BAI08—Managed
Knowledge

DSS01—-Managed
Operations

Core Model (Management Objectives)

EDMO02—Ensured
Benefits Delivery

APO02—-Managed
Strategy

APO09—Managed
Service
Agreements

BAI02—-Managed
Requirements
Definition

BAI09—Managed
Assets

DSS02—-Managed
Service Requests
and Incidents

APO0O03—-Managed
Enterprise
Architecture

APO10—Managed
Vendors

BAI0O3—Managed
Solutions
Identification
and Build

BAI10—Managed
Configuration

DSS03—Managed
Problems

EDMO3—Ensured
Risk Optimization

APO04—Managed
Innovation

APO11—Managed
Quality

BAI0O4—Managed
Availability
and Capacity

BAI11—Managed
Projects

DSS04—Managed
Continuity

EDMO04—Ensured
Resource
Optimization

APO05—Managed
Portfolio

APO12—-Managed
Risk

BAIO5—Managed
Organizational
Change

DSS05—Managed
Security
Services

APO06—Managed
Budget and Costs

APO13—Managed
Security

BAI06—Managed
IT Changes

DSS06—Managed
Business
Process Controls

APO3 - Managed Enterprise

EDMOS—Ensured
Stakeholder
Engagement

APO07—Managed
Human Resources

APO014—Managed
Data

BAI07—Managed
IT Change
Acceptance and
Transitioning

MEAO1—Managed
Performance and
Conformance
Monitoring

MEAO02—-Managed
System of Internal
Control

MEA03—Managed
Compliance With
External
Requirements

MEAO4—Managed
Assurance

itecture
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Core Model COBIT 2019 - APO3 - Managed Enterprise Architecture

U Stakeholder needs, conditions and options are evaluated to
determine balanced, agreed-on enterprise objectives
U Direction is set through prioritization and decision making

Governance U Performance &compliance are monitored against agreed-on

direction and objectives

APO03-Managed
Enterprise
Architecture

APO08—Managed APO10-Managed
Relationships Vendors

2

MEA02-Manag,
System of Internal
BAIg1-Managed ansged [l BAI3 Managed anaged o o | "N SMamnage Conurol
ograms uirement \dentiication waitabili Organizational Acceptance and
and Build and Capacity Change Transitioning

Knowledge ssets Configuration

- - DSS05—Managed DSS06—Managed
jent Services ntre Assurance

Management

U Plans, builds, runs and monitors activities, in alignment with

the direction
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EDM: Evaluate, Direct, Monitor

APO: Align - Plan - Organize MEA:

Monitor,
Evaluate,
Assess

BAI: Build - Acquire - Implement

DSS: Deliver, Service, Support

DSS (6)
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EDMO1—Ensured
Governance
Framework Setting
and Maintenance

APO01—Managed
I&T Management
Framework

APO08—Managed
Relationships

BAIO1—Managed
Programs

BAI08—Managed
Knowledge

DSS01—-Managed
Operations

Core Model (Management Objectives)

EDMO02—Ensured
Benefits Delivery

APO02—-Managed
Strategy

APO09—Managed
Service
Agreements

BAI02—-Managed
Requirements
Definition

BAI09—Managed
Assets

DSS02—-Managed
Service Requests
and Incidents

APO0O03—-Managed
Enterprise
Architecture

APO10—Managed
Vendors

BAI0O3—Managed
Solutions
Identification
and Build

BAI10—Managed
Configuration

DSS03—Managed
Problems

EDMO3—Ensured
Risk Optimization

APO04—Managed
Innovation

APO11—Managed
Quality

BAI0O4—Managed
Availability
and Capacity

BAI11—Managed
Projects

DSS04—Managed
Continuity

EDMO04—Ensured
Resource
Optimization

APO05—Managed
Portfolio

APO12—-Managed
Risk

BAIO5—Managed
Organizational
Change

DSS05—Managed
Security
Services

APO06—Managed
Budget and Costs

APO13—Managed
Security

BAI06—Managed
IT Changes

DSS06—Managed
Business
Process Controls

APO3 - Managed Enterprise

EDMOS—Ensured
Stakeholder
Engagement

APO07—Managed
Human Resources

APO014—Managed
Data

BAI07—Managed
IT Change
Acceptance and
Transitioning

MEAO1—Managed
Performance and
Conformance
Monitoring

MEAO02—-Managed
System of Internal
Control

MEA03—Managed
Compliance With
External
Requirements

MEAO4—Managed
Assurance

itecture
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APOO3
Managed Enterprise Architecture
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COBIT APOO3 - Managed Enterprise Architecture COBIT 2019 - APO3 - Managed Enterprise Architecture
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APOO01—Managed
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DATA What | FUNCTION How | NETWORK  Where PEOPLE Who TIME When MOTIVATION  wpy
SCOPE List of Things Important List of Processes the List of Locations in which List of Organizations List of Events Significant List of Business Goals/Strat
(CONTEXTUAL) to the Business Business Performs the Business Operates Important to the Business to the Business
-
>
Planner ENTITY = Class of Function = Class of Node = Major Business _ » Ends/Means=Major Bus. Goall
Business Thing Business Process Location Poople = Major Organizations | Timo = Major Business Evert Critical Success Factor
0.g. Semantic Model 0.g. Business Process Model eg. Business Logistics e.g. Work Flow Model 0.g. Master Schedule ©.g. Business Plan
ENTERPRISE 9 9 L e 9 s 9
MODEL —
(CONCEPTUAL)
™
o
Owner Ent = Business Entity Proc. = Business Process Node = Business Location People = Organization Unit Time = Business Event End = Business Objective
Reln = Business Relationship 1O = Business Resources Link = Business Linkage ‘Work = Work Product Cycle = Business Cycle Means = Business Strategy
e.g. Logical Data Model ©.9. Application Architecture o.g. Distributed System ©.9. Human Interface @.g. Processing Structure 0.g., Business Rule Model
SYSTEM Architecture Architecture
MODEL —
(LOGICAL)
-
Node = IS Function =~
Desi Ent = Data Entity Proc .= Application Function (Pronassor Storana ate) People = Role Time = System Event End = Structural Assertion
ngner Reln = Data Relationship 110 = User Views Link = Line Characteristics Work = Deliverable Cycle = Processing Cycle Means =Action Assertion
TECHNOLOGY ©.g. Physical Data Model ©.g. System Design e.g. Technology Architecture ©.9. Presentation Architecture .. Control Structure ©.g. Rule Design
MODEL . o=
(PHYSICAL) .
; o
el .
=
S
. Node = Hardwara/System
Builder Ent = Segment/Table/etc. Proc.= Computer Function Software Paeople = User Time = Execute End = Condition
Reln = Pointer/Key/etc. /O = Data Elements/Sets Link = Line Specifications Work = Screen Format Cycle = Component Cycle Means = Action
DETAILED e.g. Data Definition e.g. Program 0.9. Network Architecture ©.g. Security Architacture ©.g. Timing Definition ©.9. Rule Specification
REPRESEN-
TATIONS
(OUT-OF-
CONTEXT)
Sub-
Contractor Ent = Field Proc.= Language Stmt Node = Addrasses Paople = Identity Time = Interrupt End = Sub-condition
Reln = Address /O = Control Block Link = Protocols Work = Job Cycle = Machine Cycle Means = Step
FUNCTIONING
ENTERPRISE o.g. DATA e.g. FUNCTION ©.9. NETWORK ©.9. ORGANIZATION ©.9. SCHEDULE ©.9. STRATEGY
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Enterprise Architecture
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Enterprise Architecture Framework
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Framework
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TOGAF Framework

The

TOGAF"

Standard — Version 9.2
Needs of the business shape
non-architectural aspects of business operation

TOGAF Capability Framework

Informs the size, structure, and
culture of the capability

Sets targets, KPIs, plans, and
budgets for architecture roles

Architecture Capability
Framework

(Part VI)

Effective operation of the Business Capability drives the

Architecture Capability ensures need for Architecture Capability
realization of the Business Vision Maturity

The Architecture Capability

. ) operates a method
Business need feeds into the
method, identifying problems

to be ad'},eis'id Architecture

Development Method
Business (Partll)

Msloniane The method refines AOMGuldelinegiand The method deli
Drivers ! bl Techniques (Part Ill, e Luers W
understanding of business need TOGAF Library) business solutions

The method produces content to be Architecture TOGAF ADM &
stored i"l 'hlﬁ Repository, gESEﬁed Content Content Framework
g to the

Framework
(Part IV)

Enterprise Continuum
and Tools
The Enterprise Continuum and (GELAY) Operational changes update the
Repository inform the business Enterprise Continuum and
of current state TOGAF Reference Repository

Materials
(TOGAF Library)

TOGAF Enterprise Continuum and Tools

Business

Capabilities

© The Open Group

Learning from business operation creates

COBIT 2019 - APO3 - Managed Enterprise Architecture
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TOGAF ADM
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COBIT APOO3 COBIT 2019 - APO3 - Managed Enterprise Architecture

Management Objective: Managed Enterprise Architecture (APOO03)

Domain: Align - Plan - Organize

Business Architecture
Organization, functions

Data Architecture
Business Entities, Data

Applications component,
SOA architectures

Hardware architecture,
components, deployment

Strategy, Business Processes, :

Application Architecture

Technology Architecture

www.modeliosoft.com
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COBIT APOO3 - Enterprise Goals COBIT 2019 - APO3 - Managed Enterprise Architecture

»

Reference Enterprise Goal BSC Dimension
EGO1 Portfolio of competitive products and services Financial
EGO2 Managed business risk Financial
EGO3 Compliance with external laws and regulations Financial
EGO4 Quality of financial information Financial
EGOS Customer-oriented service culture Customer
EGO6 Business-service continuity and availability Customer
EGO7 Quality of management information Customer
EGO8 Optimization of internal business process functionality Internal
EGO9 Optimization of business process costs Internal
EG10 Staff skills, motivation and productivity Internal
EG11 Compliance with internal policies Internal
EG12 Managed digital transformation programs ;eGa:giwnfh
EG13 Product and business innovation ge(ai:ziwnfh
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COBIT APOO3 - Alighment Goals

COBIT 2019 - APO3 - Managed Enterprise Architecture

Reference Alignment Goal BSC Dimension
AGO1 I&T compliance and support for business compliance with external laws and B,
regulations
AGO2 Managed 1&T-related risk Financial
AGO3 Realized benefits from |&T-enabled investments and services portfolio Financial
AG04 Quality of technology-related financial information Financial
AGO5 Delivery of I1&T services in line with business requirements Customer
» AGO6 Agility to turn business requirements into operational solutions Customer
AGO7 Security of information, processing infrastructure and applications, and privacy Internal
AGO8 Enabling and supporting business processes by integrating applications and Internal
» technology
AGOS Delivery of programs on time, on budget and meeting requirements and quality Internal
Standards
AG10 Quality of I&T management information Internal
AG11 I&T compliance with internal policies Internal
AG12 Competent and motivated staff with mutual understanding of technology and Learning
business & Growth
AG1 . C . . . . L i
613 Knowledge, expertise and initiatives for business innovation earning
& Growth
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Goals Cascade COBIT 2019 - APO3 - Managed Enterprise Architecture

Goals Cascade

Stakeholder
Drivers and
Needs

Enterprise
Cascade to Goals

Alignment
Goals

Cascade to

Cascade to

U Stakeholder needs have to be transformed into an enterprise’s

actionable strategy.

U Goals cascade supports enterprise goals, which is one of the key

design factors for a governance system.

U Goals cascade supports prioritization of management objectives

based on prioritization of enterprise goals.

Governance
and
Management
Objectives Related .
. Detailed Reference
Guidance
) ) Appendix B: Mapping Table — Enterprise Goals to Alignment Goals
Design Guide,
COBIT 2019 Appendix C: Mapping Table — Alignment Goals to Governance & Management

Objectives
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Com ponents of a Governance System COBIT 2019 - APO3 - Managed Enterprise Architecture
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APOO03 Components - Processes

APQO03.01

APO03.02

APO03.03

APO03.04

APO03.05

Develop the enterprise architecture vision

Define reference architecture
Select opportunities & solutions

Define architecture implementation

Provide enterprise architecture services

COBIT 2019 - APO3 - Managed Enterprise Architecture

APOO03 slawisl
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TOGAF ADM Phases & APOO3 Processes
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AP003.05
Provide enterprise architecture services

A.
Architecture
Vision
H.
Architecture
Change
Management

G.
Implementation |¢———
Governance

Requirements
Management

AP003.04
Define architectureimplementation e ;ﬁon
\) Plgnn'ng
E
AP003.03 Oppzrrn:jnitles
Select opportunities and solutions ———————___\ Solufions

APQ03.01

B.
Business
Architecture

C.
Information
Systems
Architectures

D.
Technology
Architecture

© The Open Greup

/ Develop the enterprise architecture vision

COBIT 2019 - APO3 - Managed Enterprise Architecture

<. AP003.02
Define reference architecture
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APO003.01 Develop the enterprise architecture vision COBIT 2019 - APO3 - Managed Enterprise Architecture

AP003.01 SH
Develop the enterprise architecture vision Syloxo llpilrr (panni
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Related Guidance Detailed Reference
National Institute of 1 ylaro digd
Standards and Technology
Special Publication 800-53, 3.15 Program management (PM-7) el G Coo i d el _
Revision 5 (Draft), August S ) e R0 0,95 )0 C—E-“’
2017

GO lS b5l 5 o mleMb] g ools S secnS slaaials (iigy o5

The Open Group Standard . . - 1 Slo ads et o Caon TR L L
TOGAF version 9.2, 2018 6. Phase A: Architecture Vision W% Pl g Lg)Luu 9 Lo Lg)Lu.a ¥ $y9kd g
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APO003.01 Develop the enterprise architecture vision - Activities COBIT 2019 - APO3 - Managed Enterprise Architecture
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Managing Performance of Processes COBIT 2019 - APO3 - Managed Enterprise Architecture

el 5y gl (51,15 gy ailge COBIT 5
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The process achieves its purpose, is well

defined, its r;f)erformance Js measured to
B . a2 o A e improve performance and continuous
O guw o0 oalasiw! Lbu..n.ll.d 89'1’ c.h.w I8 ozt ,_gb.g CMMI J.\o )| improvement is pursued.

'd ¢
| rﬁ.

1 The process more or less achieves its purpose through the application of an incomplete set of activities that
N J

The process achieves its purpose, is well defined, and its
performance is (quantitatively) measured.

The process achieves its purpose in a much more organized way using
organizational assets. Processes typically are well defined.

The process achieves its purpose through the application of a basic, yet complete, set of
activities that can be characterized as performed.

can be characterized as initial or intuitive—not very organized.

« Lack of any basic capabili(;y
* Incomplete approach to address governance and management purpose
+ May or may not be meeting the intent of any process practices
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APO003.02 Define reference architecture

AP0O03.02

Define reference architecture

Related Guidance

Detailed Reference

CMMI Data Management Maturity
Model, 2014

Platform and Architecture - Architectural Approach
Platform and Architecture - Data Integration

ITIL V3, 2011

Service Strategy, 5.4 IT service strategy and enterprise architecture

National Institute of Standards and
Technology Special Publication
800-37, Revision 2 (Draft), May
2018

3.1 Preparation (Task 9)

National Institute of Standards and
Technology Special Publication
800-53, Revision 5 (Draft), August
2017

3.5 Configuration management (CM-8)

The Open Group Standard TOGAF
version 9.2, 2018

7. Phase B: Business Architecture

8. Phase C: Information Systems Architectures

9. Phase C: Information Systems Architectures Data Architecture

10. Phase C: Information Systems Architectures Application Architecture
11. Phase D: Technology Architecture

COBIT 2019 - APO3 - Managed Enterprise Architecture
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APO003.02 Define reference architecture - Activities

COBIT 2019 - APO3 - Managed Enterprise Architecture

APO03.02 slacudlzs
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APO003.03 Select opportunities and solutions

AP003.03
Select opportunities and solutions

Related Guidance Detailed Reference

CMMI Data
Management Maturity
Model, 2014

Platform and Architecture - Architectural Approach
Platform and Architecture - Data Integration

The Open Group
Standard TOGAF 12. Phase E: Opportunities and Solutions
version 9.2, 2018

COBIT 2019 - APO3 - Managed Enterprise Architecture
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APO003.03 Select opportunities and solutions - Activities COBIT 2019 - APO3 - Managed Enterprise Architecture

AP003.03 slaclled
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APO003.04 Define architecture implementation

APO03.04

Define architecture implementation

COBIT 2019 - APO3 - Managed Enterprise Architecture
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Related Guidance

Detailed Reference

Solexe lwosly sln (FueSl DLl Sl plaol (g (a2 0925 -

CMMI Data Management
Maturity Model, 2014

Platform and Architecture - Architectural Approach

Platform and Architecture - Data Integration

LIS 5 s5lwooly sl p 5l o8T yladnd oys -

The Open Group Standard
TOGAF version 9.2, 2018

13. Phase F: Migration Planning
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APO003.04 Define architecture implementation - Activities COBIT 2019 - APO3 - Managed Enterprise Architecture

APO03.04 slacudles
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APO03.05 Provide enterprise architecture services

APOO03.05

Provide enterprise architecture services

Related Guidance

Detailed Reference

CMMI Data
Management
Maturity Model, 2014

Platform and Architecture - Architectural Standards

ITIL V3, 2011

13. Phase F: Migration Planning

The Open Group
Standard TOGAF
version 9.2, 2018

14. Phase G: Implementation Governance
15. Phase H: Architecture Change Management

COBIT 2019 - APO3 - Managed Enterprise Architecture
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APO03.05 Provide enterprise architecture services - Activities COBIT 2019 - APO3 - Managed Enterprise Architecture

APOO03.05 slacudles
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APOO03 Components — Organizational Structures
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Develop the enterprise architecture vision

AP003.02

Define reference architecture L N

APO03.03 ... . RIR|R|R|[A|[R|R

Select opportunities and solutions

AP0O03.04

Define architecture implementation EIRIEIRIR|&IEB]R

AP0O03.05

. . . . R|IR|[R|[R|[R]|A R
Provide enterprise architecture services

Related Guidance

Detailed Reference

Governance & Management Objectives, COBIT 2019

Appendix B: Organizational Structures

The Open Group Standard TOGAF, version 9.2, 2018

41. Architecture Board

COBIT 2019 - APO3 - Managed Enterprise Architecture

oyl s Lol g b i
APOO3

R: Responsible
A: Accountable
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APO03 Components — Information Flows and Items COBIT 2019 - APO3 - Managed Enterprise Architecture

Inputs —

EDM

APO

Outside COBIT

APOO3

Managed Enterprise Architecture

39 ol o ¥
APOO3

APO

BAI - Outputs

DSS
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APO03 Components — Information Flows and Items

EDMO1—Ensured
Governance
Framework Setting

EDMO02—Ensured
Benefits Delivery

and Maintenance

APO01—-Managed
I&T Management
Framework

APO02—-Managed
Strategy

APO08—Managed
Relationships

BAIO1—Managed
Programs

BAIO8—Managed
Knowledge

DSS01—Managed
Operations

APO09—Managed
Service
Agreements

BAI0O2—-Managed
Requirements
Definition

BAI0O9—Managed
Assets

DSS02—-Managed
Service Requests
and Incidents

APO03—-Managed
Enterprise
Architecture

APO10—-Managed
Vendors

BAI0O3—-Managed
Solutions
Identification
and Build

BAI10—Managed
Configuration

DSS03—-Managed
Problems

EDMO3—Ensured
Risk Optimization

APO04—Managed
Innovation

APO11—-Managed
Quality

BAIO4—Managed
Availability
and Capacity

BAI11—-Managed

Projects

DSS04—Managed
Continuity

EDMO04—Ensured
Resource
Optimization

APO05—Managed
Portfolio

APO12—-Managed
Risk

BAIO5S—Managed
Organizational
Change

DSS05—-Managed
Security
Services

APO06—Managed
Budget and Costs

APO13—Managed
Security

BAIO6—Managed
IT Changes

DSS06—Managed
Business
Process Controls

COBIT 2019 - APO3 - Managed Enterprise

EDMOS—Ensured
Stakeholder
Engagement

APO07—-Managed
Human Resources

APO014—Managed
Data

BAI0O7—-Mana
T Changeged
Acceptance and
Transitioning

MEAO01—-Managed
Performance and
Conformance
Monitoring

MEAO02—-Managed
System of Internal
Control

MEAO03—Managed
Compliance With
External
Requirements

MEAO4—Managed
Assurance

itecture
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APO03 Components — Information Flows and Items COBIT 2019 - APO3 - Managed Enterprise Architecture

APOO3

Inputs Outputs

Managed Enterprise Architecture

APO.01 Managed I&T Management Framework
APO.02 Managed strategy
APO.05 Managed Portfolio

APO.13 Managed Security
APO.01 Managed I&T Management Framework APO.14 Managed Data

APO.02 Managed strategy
APO.14 Managed Data

EDM.04 Ensured Resource Optimization

BAI.O1 Managed Programs

BAI.02 Managed Requirements Definition
Outside COBIT BAI.0O3 Managed Solutions Identification and Build

BAI.11 Managed Projects

DSS.05 Managed Security Services
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COBIT 2019 - APO3 - Managed Enterprise Architecture

APO03 Components — Information Flows and Items — AP0O03.01

Inputs Outputs
Practice
From Description Description To
AP002.05 | Strategic road map Defined scope of AP002.05
architecture
- . Architecture concept
AP003.01 EDMO04.01 Gu|d|ng'pr|nC|p!es for business case and AP002.05
. . .. enterprise architecture o APOO05.02
Develop the enterprise architecture vision value proposition
Outside . Architecture BAI02.01
COBIT Enterprise strategy rincioles BAI03.01
princip BAI03.02
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APO03 Components — Information Flows and Items — AP0O03.02

COBIT 2019 - APO3 - Managed Enterprise Architecture

Inputs Outputs
Practice
From Description Description To
* Definition of organizational
APOO1.04 structur.e and funFtlons Process architecture APOO1.04
* Enterprise operational model
Guidelines
AP002.05
* Evaluation of options for IT 22%124033
organization Information architecture ’
AP003.02 AHCIULI | Defined operational placement | model 322%1%23
Define reference architecture of IT function DSS05.04
DSS05.06
APO01.07 | Data classification guidelines APO13.02
AP0O14.01 | Data management strategy Baseline domain BAI02.01
descriptions and BAI03.01
APO14.03 | Metadata documentation architecture definition BAI03.02
Outside COBIT | Enterprise strategy BAIO3.12
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APO03 Components — Information Flows and Items — APO03.03 COBIT 2019 - APO3 - Managed Enterprise Architecture

Inputs Outputs

From Description Description To

Practice

Proposed enterprise

AP002.03 architecture changes

AP003.03
Select opportunities and solutions

Transition architectures | AP002.05
* Enterprise drivers

Outside COBIT . .
* Enterprise strategies
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APO03 Components — Information Flows and Items — APO03.04

COBIT 2019 - APO3 - Managed Enterprise Architecture

Inputs Outputs
Practice
From Description Description To
BAIO1.01
Implementation phase descriptions BAIO1.02
BAI11.01
AP003.04
Define architecture implementation i : BAI01.01
Architecture governance requirements
BAI11.01
Resource requirements BAIO01.02

46



2/14/2022

APO03 Components — Information Flows and Items — APO03.05 COBIT 2019 - APO3 - Managed Enterprise Architecture

Inputs Outputs
Practice
From Description Description To
AP003.05 5410201
SP(;cr)\\//ilcdeesenterprlse architecture Solution development guidance BAI03.02
BAI03.12
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EDM04.01

APO02.05

Ouside COBIT

i

Ouside COBIT

APO02.03

Outside COBIT

- D
APO02.05
APO05.02
APO03.01
Develop the enterprise BAIO2.01
arc hitecture vision
BAIO3.01
BAI03.02
- S
~ ~ ( APO01.04 \
- | APO02.05
" APO13.02
\APO14.03 )
( . \
APO03.02 e
Defl fo hitect o | BAIO3.01
efine reference architecture » BA103.02
BAIO3.12
.
S~
APO03.03
Select opportunities and APO02.05
solutions
- J
e N R
APOO03.04 BAIO1.01
Define architecture | BAIO1.02
implementation BAI11.01
- J —
e N
BAI02.01
APO03.05 | BAIO2.02
Provide enterprise architecture | BAI03.02
services BAIO3.12
e J

APO03 Components — Information Flows and Items COBIT 2019 - APO3 - Managed Enterprise Architecture

9 bl o ¥

APOO3
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APO03 Components — Information Flows and Items COBIT 2019 - APO3 - Managed Enterprise Architecture

Related Guidance

Detailed Reference

National Institute of Standards and Technology Special Publication
800-37, Revision 2, September 2017

3.1 Preparation (Task 9): Inputs and Outputs

The Open Group Standard TOGAF version 9.2, 2018

6. Phase A: Architecture Vision: Inputs and Outputs

7. Phase B: Business Architecture: Inputs and Outputs

9. Phase C: Information Systems Architectures Data Architecture:
Inputs and Outputs

10. Information Systems Architectures Application Architecture:
Inputs and Outputs

11. Phase D: Technology Architecture: Inputs and Outputs

12. Phase E: Opportunities and Solutions: Inputs and Outputs

13. Phase F: Migration Planning: Inputs and Outputs

14. Phase G: Implementation Governance: Inputs and Outputs
15. Phase H: Architecture Change Management: Inputs and Outputs

49



2/14/2022

plxl (qurmo @yl el sl p3Y G Sl g Lo, leo 4y 4dlgo o
Sloslw 6 sloro 53 3L 5590 > Mol Sloladl plouil g eadled juol Caidgo
.é)‘é O)Lé#‘

! iS5 59 g6 (Slojlw (g lomo sl gl 1y ) Sl CasgS

Goloxo b "
oolo ks ™
W gens g loxe ™

Joazol g 10 "
)&b‘) ‘5)LOM -

* e-Competence Framework (e-CF)

» Skills Framework for the Information Age

APOO03 Components — People, Skills, Competencies COBIT 2019 - APO3 - Managed Enterprise Architecture

B Sl g e ylgo
APOO3
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APOO03 Components — Policies and Procedures
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Related Guidance

The Open Group Standard TOGAF version 9.2, 2018 - 20. Architecture Principles

COBIT 2019 - APO3 - Managed Enterprise Architecture
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APOO3
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APOO03 Components — Culture, Ethics, Behavior

Slejlw s lore i Coedl 4 ylojle caliste sla it g Copie o] jo a5 Jae sl U
o= aliow leos, lawg Hlojlw jo )S& pl g o0 p o plojle Blasl 4 Slowws jo
Sboilw lhlexo buwgs badld & 0o 5

dm Oy i1y 31 GLE ] g (6 lore yo alisie clinl @ Cas Sigals 0,9, ool U
L owaini e gud g0

D g0 ad )5 o5 Cawd lojlw S0 pow g SweSle glacadled jo Cdll adlgo ol
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APOO3

52



2/14/2022

APOO03 Components — Services, Infrastructure, Applications COBIT 2019 - APO3 - Managed Enterprise Architecture

(7Y )'}}' T W 2 ] PRES
APOO3

Develop the enterprise architecture vision
Architecture repository

AP003.01

Define reference architecture /[ I\
AP003.02

Select opportunities & solutions AP003.03

Define architecture implementation AP003.04 | |

APOO03.05 KI I/

Provide enterprise architecture services
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COBIT Overview COBIT 2019 - APO3 - Managed Enterprise Architecture

Inputs to COBIT® 2019 COBIT® 2019

COBIT 5

COBIT Core

Reference Model of Governance
and Management Objectives

== = = = ==

T e | e e | e e %
B sl [ IR (NI GRS F—

== = e
=] =] =[] =

Standards,
Frameworks,
BEGTENTIS

Community
Contribution

COBIT® 2019 Framework:
Introduction and Methodology

COBIT Core
Publications

COBIT® 2019 Framework:
Governance and

Management Objectives

‘.- Design Factors

Designing an Information and Technology

i Enterprise strategy i
: +Enterprise goals :
: «Enterprise size

--i +Roleof IT

i+ Sourcing model for IT
» Compliance requirements 3
« Etc.

Tailored Enterprise
Governance

~ System for
Information and
Technology

> Priority governance
and management

* SME ; objectives
« Security > Specific guidance
< «Risk from focus areas
* DevOps : = Ta?et capability
« Etc. ; and performance
management
guidance

COBIT® 2019 Implementation Guide:
Implementing and Optimizing an
Information and Technology
Governance Solution

COBIT® 2019 Design Guide:

Governance Solution
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Design Factors & Focus Area COBIT 2019 - APO3 - Managed Enterprise Architecture

Design factors

Focus Area

Tailored
Governance & Management
System
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Focus Area

Focus Area

COBIT 2019 - APO3 - Managed Enterprise Architecture
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Design Factors

Design
Factors

‘/\
— =)

'
v

Enterprise Strategy ———»
Enterprise Goals

Risk Profile

I&T-Related Issues

Threat Landscape

Compliance Requirements

Role of IT

Sourcing Model for IT

COBIT 2019 - APO3 - Managed Enterprise Architecture

(Growth/Acquisition) cuw! yuios sl 8 cowS g oy oylojlw (5351 yims!
(Innovation/Differentiation) cul wlas g &Y game yo &9 sl ! ylojlw (o351 yan!
(Cost Leadership) cawl waw oligs jo a3 g3lw8las ylojluw o351 !

(Client Service/Stability) cuwl je2o (g piiien g 5lasly Sloss &1yl ylojlw (5551 yan!

IT Implementation Methods
Technology Adoption Strategy

Enterprise Size

U Support
; O Factory
r Q Turnaround .
| QO Strategic - Agile
‘ U DevOps
' U Traditional
. O Hybrid
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Governance System Design COBIT 2019 - APO3 - Managed Enterprise Architecture

Design Workflow

2. Determine - Tailored
1. Understand the initial 3. Refine the 4. Conclude the
the enterprise scope of the scope of the governance Governance
context and governance governance system design.
strategy. system. system. system

Enterprise Business/IT Value
Governance of IT Alignment Creation

b el (g pow g (FuoS o Bloal a5 WS 0 S5  21,b ,I5 00,5 9 Jol o
= il oy Tl g az gl Wil sladdlgo g Wiglh (guiucu sl (ylojlw sla 3L
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1. Understand
the enterprise
context and
strategy.
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Design Workflow

2. Determine
the initial
scope of the
governance

system.
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3. Refine the
scope of the
governance

system.
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Design Workflow COBIT 2019 - APO3 - Managed Enterprise Architecture

4. Conclude the
governance
system design.
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Tailored
Governance
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Design Toolkit

Design Toolkit

COBITeors

Step 2: Determine the initial scope of the Governance System

18T-
Related
Issues

Risk
Profile

Enterprise
Strategy

Enterprise
Goals

Initial Scope: Governance/
Management Objectives
Score

Design Factors:

Threat
Landscape

COBIT 2019 - APO3 - Managed Enterprise Architecture

J K L M

COBIT® 2019 Governance System Design Workbook—Canva:

N Q R S )

efine the scope of ti

Sourcing
Model
for IT

Technology
Adoption
Strategy

Compliance
Req's

IT Implementation
Methods

- .
mmm‘ £ e 5 10 s 10
EDMO02—Ensured Benefits Delivery 30 35 15 5
EDMO02—Ensured Risk Optimization 25 A5 10 -10
EDM04—E d Optimizati 25 30 A5 S
EDMOS 15 45 A5 15
APO01—Managed I&T Management Framework 0 S 15 -5
APO02—Managed Strategy 35 5 5
APO03—Managed Enterprise Architecture 30 15 S
APO04—Managed Innovation -5 40 45 20
APO05—Managed Portfolio 25 30 A5 5
APO08—Managed Budget & Costs 25 -5 -20 -10
APO07—Managed Human Resources

APO08—Managed Relationships

g 8 =

Y

0 25 0 0
15 25 0 0
10 25 0 0

0 30 0 0

0 20 0 0

0 40 0 0

0 30 0 0

0 25 0 0

0
0

60



2/14/2022

Implementation Road Map COBIT 2019 - APO3 - Managed Enterprise Architecture

Implementation Road Map
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Governance System Implementation

Implementation Road Map
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Identify role
players

Plan program
4

1)
What needs to be 800

COBIT 2019 - APO3 - Managed Enterprise Architecture
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